立减金业务渠道通用接口
[bookmark: meFfO]1. 接口说明
[bookmark: CVlCM]1.1. 接口协议
[bookmark: uccc6a030]HTTP/HTTPS（POST）
[bookmark: qT5Zj]1.2. 数据类型
· [bookmark: uec3633f0]请求：Content-Type: application/x-www-form-urlencoded;charset=UTF-8
· [bookmark: u3e2b71a6]响应：Content-Type: application/json;charset=UTF-8
[bookmark: peuyl]1.3. 请求报文示例
[bookmark: HYK6y]msg_type=00&msg_txn_code=002100&msg_crrltn_id=12345678901234567890123456789000&msg_flg=0&msg_sender=01&msg_time=20130318162412&msg_sys_sn=12345678900987654321&msg_ver=0.1&mchnt_no=8981231234567890&term_no=12345678&shop_no=086123456123456789&req_serial_no=12345678900987654321&orig_req_serial_no=12345678900987654321&enc_card_no=123123123123123123123sdfadqerqr&acq_term_sn=123456&refer_no=123456789012&sett_date=20130318&txn_date=20130318&txn_time=162850&orig_amt=10000&discount_amt=2000&pay_amt=8000&pay_mode=1&sign=asdqwerqf12312312afeqerw

[bookmark: juTIP]1.4. 响应报文示例
[bookmark: f42Bm]{
  "msg_type": "00",
  "msg_txn_code": "002100",
  "msg_crrltn_id": "12345678901234567890123456789000",
  "msg_flg": "1",
  "msg_sender": "11",
  "msg_time": "20130318163559",
  "msg_sys_sn": "12345678900987654321",
  "msg_rsp_code": "0000",
  "msg_rsp_desc": "成功",
  "orig_amt": "10000",
  "discount_amt": "2000",
  "pay_amt": "8000",
  "ad": "满100立减20",
  "serv_chg": "1000",
  "commission": "300",
  "sign": "qasdfqwer1231231223453452435"
}

[bookmark: ud4aeb57d][bookmark: jPkYT]2. 接口报文
[bookmark: TYsjn]2.1. 数据类型约定
	[bookmark: u075e0295][bookmark: gCTaS]值
	[bookmark: ue9427f4c]描述
	[bookmark: u78775b28]备注

	[bookmark: u7b664563]N
	[bookmark: u461e9ac8]N表示仅数字
	[bookmark: u3171001a]-

	[bookmark: uf150a8d9]AN
	[bookmark: ub8edb238]AN为半角字符
	[bookmark: u7abae4aa]-

	[bookmark: u150af5b0]ANS
	[bookmark: u2c312272]ANS表示全半角字符
	[bookmark: u3ad93149]-


[bookmark: Orh3W]2.2. 报文信息约定
[bookmark: KFfJH]2.2.1. 输入/选择
	[bookmark: u1dada035][bookmark: avPpi]值
	[bookmark: u561245bc]描述
	[bookmark: ub3668272]备注

	[bookmark: u72142cd8]M
	[bookmark: u5ceae708]表示字段必须有
	[bookmark: ud49b8310]内容在未做特别说明时不可为空

	[bookmark: u2f677afd]O
	[bookmark: ue7621063]表示字段可无
	[bookmark: u9e104b72]在实际业务中，若该字段无值的，应不参与签名验签，且不作为报文内容

	[bookmark: ua0b32e0f]C
	[bookmark: ud6d12f6a]表示字段条件必填
	[bookmark: ud7ed0a93]在实际业务中，若备注中设定的条件成立的，原则上不得为空


[bookmark: Erk31]2.2.2. msg_ver
	[bookmark: u5b70a7ed][bookmark: fMSzf]值
	[bookmark: u435d1b67]描述
	[bookmark: ud3c63309]备注

	[bookmark: u14d9b021]0.1
	[bookmark: u1b3d87bb]表示针对常规项、业务项字段(特别指定的除外)进行签名
	[bookmark: u5b5da800]-

	[bookmark: uf04c95f5]0.2
	[bookmark: u7d4f8fca]表示仅针对常规项字段进行签名
	[bookmark: u38b159f3]注意：9XXXX、8XXXX类的系统错误，平台侧在响应报文中不一定写入sign字段，故在此类场景下合作方不需要进行验签；相应的，相同场景下，渠道方响应时，也可以不做签名


[bookmark: UIbvp]2.2.3. msg_rsp_code
[bookmark: u89311cb5]若第三方返回的响应码不在接口定义的响应码列表的，将会被统一替换成”其它错误”
[bookmark: qQbOM]2.3. 报文头约定
[bookmark: ubf3878c4]报文头作为必须参数包含在请求和响应中
[bookmark: P5oEG]2.3.1. 请求报文头约定
	[bookmark: u54e87ed5][bookmark: d1AwS]对象
	[bookmark: u93be5aae]字段名
	[bookmark: u404047cc]数据项
	[bookmark: u5288f815]类型
	[bookmark: u2e4d58fb]长度
	[bookmark: u344c0812]输入/选择
	[bookmark: uc0481c5a]备注

	[bookmark: uc51250f1]常规项
	[bookmark: ud75fd072]msg_type
	[bookmark: u4ddc0bfb]报文类型
	[bookmark: u036bcfd6]AN
	[bookmark: u57cbe7c9]2
	[bookmark: ubbbdf037]M
	[bookmark: u060dd8e6]00 

	
	[bookmark: uba4ea503]msg_txn_code
	[bookmark: u623f9f85]交易代码
	[bookmark: u9484c612]AN
	[bookmark: u6e1d984d]6
	[bookmark: uf3bab028]M
	[bookmark: u5ba0293a]002000

	
	[bookmark: u7f17ad97]msg_crrltn_id
	[bookmark: uee2cd7aa]消息关联号
	[bookmark: u3dc786f6]AN
	[bookmark: u9f99c7f0]32
	[bookmark: u5625d572]M
	[bookmark: u112dd210]请求\应答关联ID

	
	[bookmark: u04941f58]msg_flg
	[bookmark: ufd70c66f]报文请求应答标志
	[bookmark: u6e5c05bb]N
	[bookmark: u0c9d8578]1
	[bookmark: u0f0537e8]M
	[bookmark: uf5f3d113]0：请求

	
	[bookmark: ude418f43]msg_sender
	[bookmark: u91273369]报文发送方
	[bookmark: u2ad5e789]AN
	[bookmark: u79b703e8]6
	[bookmark: u5769e8dd]M
	[bookmark: u3caf0cc2]报文请求发送方

	
	[bookmark: u073a34f6]msg_time
	[bookmark: ub1fa22eb]报文日期
	[bookmark: uffb56a4d]AN
	[bookmark: u3656b936]14
	[bookmark: ue87e0a27]M
	[bookmark: u615b3f9b]YYYYMMDDhhmmss

	
	[bookmark: u65c6e332]msg_sys_sn
	[bookmark: u3bae5e4e]平台流水号
	[bookmark: u919be1c6]AN
	[bookmark: u3e39e96f]32
	[bookmark: u8b25251e]M
	[bookmark: u92f5ac45]平台生成流水号；当第三方请求时，可使用自有的系统流水号

	
	[bookmark: uc4b162c8]msg_ver
	[bookmark: uc0f42a5a]报文版本号
	[bookmark: u18a5e1aa]AN
	[bookmark: uc82e4a65]10
	[bookmark: u09833fee]M
	[bookmark: u07aa9b41]0.1


[bookmark: YYr4m]2.3.2. 响应报文头约定
	[bookmark: u44e5d358][bookmark: LHkd1]对象
	[bookmark: uff65481d]字段名
	[bookmark: u4f1725ed]数据项
	[bookmark: u5de7a1ae]类型
	[bookmark: u183d9f76]长度
	[bookmark: u3800b578]输入/选择
	[bookmark: u49267c02]备注

	[bookmark: ua49bda45]常规项
	[bookmark: ua5237b29]msg_type
	[bookmark: u09b142d1]报文类型
	[bookmark: u52c7e739]AN
	[bookmark: u284c11f8]2
	[bookmark: u2a32a51c]M
	[bookmark: u7e5819d2]00 【原值返回】

	
	[bookmark: u5a7e97ae]msg_txn_code
	[bookmark: ud1672edd]交易代码
	[bookmark: u62b0ff1c]AN
	[bookmark: u2d66a32e]6
	[bookmark: u4715f69d]M
	[bookmark: ua35d5252]002000【原值返回】

	
	[bookmark: u83797ab5]msg_crrltn_id
	[bookmark: u40237474]消息关联号
	[bookmark: u16c9fb61]AN
	[bookmark: u652a81c6]32
	[bookmark: ua827384c]M
	[bookmark: ub892d335]请求\应答关联ID【原值返回】

	
	[bookmark: u45c789c6]msg_flg
	[bookmark: u0a948fb4]报文请求应答标志
	[bookmark: ub7c2cfce]N
	[bookmark: u4981abfc]1
	[bookmark: u14bd377e]M
	[bookmark: ud9220abf]1 (0：请求；1：应答；)

	
	[bookmark: u7be6d429]msg_sender
	[bookmark: u342e834b]报文发送方
	[bookmark: u44baa368]AN
	[bookmark: udb2c3011]6
	[bookmark: u6b1fbad2]M
	[bookmark: ude59394a]报文应答方

	
	[bookmark: uda858af1]msg_time
	[bookmark: ua7b731c6]报文日期
	[bookmark: u9a7fe237]AN
	[bookmark: u07a8336d]14
	[bookmark: u027cb0ff]M
	[bookmark: uacba0fc3]YYYYMMDDhhmmss 报文应答返回时间

	
	[bookmark: u7450afb8]msg_sys_sn
	[bookmark: u604fa6a3]平台流水号
	[bookmark: u0a1957cf]AN
	[bookmark: u2fd3379a]32
	[bookmark: ua88aef9e]M
	[bookmark: u5099fa6b]【按请求原值返回】

	
	[bookmark: uf6444f89]msg_ver
	[bookmark: u2870c6f5]报文版本号
	[bookmark: u0d6fb470]AN
	[bookmark: u269022e1]10
	[bookmark: ubf2d4ddc]M
	[bookmark: u717f9a16]0.1

	
	[bookmark: uba7c5929]msg_rsp_code
	[bookmark: u891bb5a6]响应码
	[bookmark: ueee8dbaf]AN
	[bookmark: u02cfdadb]4
	[bookmark: u3c18822b]M
	[bookmark: u5a70b9ee]0000，成功
[bookmark: uad241273]1001，没有活动
[bookmark: u8179f11a]1002，使用条件不满足，屏幕上显示相关信息
[bookmark: uae272295]1003，卡未注册，屏幕上显示相关优惠折扣信息
[bookmark: uc43c1dbb]9998，第三方连接出错
[bookmark: u395438ea]9999，系统错误

	
	[bookmark: ua1eae107]msg_rsp_desc
	[bookmark: ue0039ef7]响应码描述
	[bookmark: u1a8aa5a5]ANS
	[bookmark: u6625efc1]100
	[bookmark: u80b5afa0]M
	[bookmark: u048e1120]


[bookmark: nMCkB]2.4. 响应码约定
	[bookmark: udd2ade86][bookmark: T33SY]响应码
	[bookmark: u71723a4a]响应信息
	[bookmark: u2d0c7938]备注

	[bookmark: u9b25b3fb]0000
	[bookmark: u3121a2e9]成功
	

	[bookmark: u2bccdbf6]0001
	[bookmark: u14ea20a8]失败
	

	[bookmark: ub97b1351]1001
	[bookmark: u5adaf39b]没有活动
	

	[bookmark: uc8149c14]1002
	[bookmark: u177ce780]使用条件不满足，屏幕上显示相关信息
	

	[bookmark: u65401061]1003
	[bookmark: uea5f0f98]卡未注册，屏幕上显示相关优惠折扣信息
	

	[bookmark: u0f590b18]
	[bookmark: ub0808bed]
	

	[bookmark: u32cd1564]8000
	[bookmark: ud7543ca9]签名错误
	

	[bookmark: uc390ec96]8001
	[bookmark: u8012f617]回调地址不存在
	

	[bookmark: u33aefabb]8002
	[bookmark: ue16e069a]渠道机构信息不存在
	

	[bookmark: u819c0a6c]8003
	[bookmark: u82f45eac]报文时间超时
	

	[bookmark: ue88142c2]8004
	[bookmark: u13d20b80]报文流水号重复
	

	[bookmark: u7d3bf1a8]8005
	[bookmark: u1ce7927c]第三方订单号重复
	

	[bookmark: ub0849c1f]8006
	[bookmark: u6a6d892c]当前活动不支持同步请求
	

	[bookmark: u89366637]8007
	[bookmark: u766df467]当前活动已过期
	

	[bookmark: u391bbcdf]8008
	[bookmark: u4327342d]当前活动不存在或被禁用
	

	[bookmark: ud595ebf6]8009
	[bookmark: u75f5f946]当前渠道没有此活动
	

	[bookmark: ueb7dba3e]8010
	[bookmark: uf0be07c5]请求模式值错误
	

	[bookmark: u3bf247f6]8011
	[bookmark: uf8cd9540][sp_chnl_no]渠道号解析错误
	

	[bookmark: u3b656a40]
	[bookmark: ufef620c5]
	

	[bookmark: u02120114]9001
	[bookmark: u63782e0f]对应查询流水号已销券
	

	[bookmark: uc5fe6313]9003
	[bookmark: uc4bbee00]查询流水号不存在
	

	[bookmark: u8e72e0be]9991
	[bookmark: u6ed8553d]mac错误
	

	[bookmark: u75ea492b]9992
	[bookmark: u59c06d28]参数不足
	

	[bookmark: ud854f78a]9996
	[bookmark: u99dcd4c3]参数值出错
	

	[bookmark: u0043a208]9997
	[bookmark: u898e7f1d]交易代码不存在
	

	[bookmark: u4b349d11]9998
	[bookmark: u7bdb5d4e]第三方连接出错
	

	[bookmark: u8ab0a682]9999
	[bookmark: u4e384868]系统错误
	

	[bookmark: u27c186c1]
	[bookmark: u4bf3423d]
	


[bookmark: FO3qz]3. 安全传输规范
[bookmark: lrrnC]3.1. 签名算法
· [bookmark: u6ebb8799]签名算法：SHA1withRSA
· [bookmark: u2cfaf2dc]秘钥长度：1024
· [bookmark: ue3f729a9]公钥格式：X509
· [bookmark: u0c994335]私钥格式：PKCS8
· [bookmark: u06746186]签名格式：HEX
[bookmark: TZ1tq]3.2. 签名规则
· [bookmark: u0c18916c]参与签名的字段为请求/响应报文表格中“字段名”列声明的字段，签名域（sign）字段除外。
· [bookmark: ua03d88e3]将字段名按自然序进行排序，再将字段名和与其对应的值按照key1=value1&key2=value2&key3=value3&…&keyn=valuen的格式进行拼接生成签名字符串PLAIN。
· [bookmark: u9cf2d7f2]用私钥对PLAIN进行SHA1WithRSA签名得出SIGN，SIGN值需要转换为Hex格式。
· [bookmark: u3b42f290]原则上标注为M的字段不为空，标注为O、C的字段可能为空，但是无论哪种类型的字段，没有内容时不应拼入报文中，也不作为签名字段参与签名。
[bookmark: Pyvth]3.3. 公钥信息
	[bookmark: u64f06e1f][bookmark: oCmQv]环境
	[bookmark: ua9928dee]提供方
	[bookmark: u11b3db9f]公钥（X509格式）
	[bookmark: u318b4319]备注

	[bookmark: u6b123d2c]测试环境
	[bookmark: u82d51116]平台
	[bookmark: u1dee5f4c]MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAxFcG9H+akZMceRQqyf+fGaATtyMfNN2WmvS35A9s7+6Kqzom60xqUPtaM0UsY40BFrMBB08bEChXQQkY4NBwYDbz5bDHcYJfaT9GtTRdP+U9Oyd7cgWraO4atBaM9gEL1Ehz+hPWm1aTwqt9wqWrnjKy5x0asp4cTv7YaHs4CoZcg3FgN9mUnlrmFGLXcvItX27+g1NG0oMQik8QeY+hT9Sv/m3fql5oKjgNdqiKJudnXQfjIGRHB+n80YBkZunWXZk0mEuvn06nPAK2rBq3KY04CPCi8z0VCt9TmtBsYnc31ewWi4fsz5ihlKOdCYvMvRmKGaXA3tKo4WRXOURlFQIDAQAB
	[bookmark: u75b8b967]

	[bookmark: uf10f0526]生产环境
	[bookmark: u31551204]平台
	[bookmark: ucdf7f002]MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAwcKZQFhwjtdNOKKxaDu5SVzYgimPoA2wmgEgXZwq72s/ZjQyKgIas+iyPh++/Vc7hNyPgpJXm2m90HXtMS8/wA1fUJPfHRUTkKTpN9FHpp/e0qDIPh50hL8BR83m4QjljNq7FWyF8ajZi7Fv606gbhfOOB78+GknVTpGdHj5vTI5Spp+aNiEHPqJJ5vb+3OIdyYyCWifbb7KeXMleis/uctVIWTIrj9IsZJBnVfAc4uuk5d5rbYnMhBTAJJTjCioKPqKEcgIfhZaST9v32SbPE3MFcL0EJxFANN+cUktg02BEMOnBxCrtGzHMnvokuA2knGQ0JCGsr4ROiBkvqihWQIDAQAB
	


[bookmark: GGssO]3.4. 签名工具
[bookmark: W2NGW]package com.lechou.erp.discount.utils;

import org.apache.commons.codec.DecoderException;
import org.apache.commons.codec.binary.Hex;
import org.springframework.data.util.Pair;
import org.springframework.util.Base64Utils;

import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import java.security.*;
import java.security.spec.InvalidKeySpecException;
import java.security.spec.PKCS8EncodedKeySpec;
import java.security.spec.X509EncodedKeySpec;

public class DiscountSignUtil {
    public static final int KEY_LENGTH = 1024;
    public static final String ALGORITHM = "RSA";
    public static final String SIGNATURE_ALGORITHM = "SHA1withRSA";
    public static final String ENCODE_ALGORITHM = "SHA-1";
    public static final String ENCRYPT_ALGORITHM = "RSA/ECB/PKCS1Padding";

    /**
     * 私钥解密
     *
     * @param cipherTextHex    密文Hex格式
     * @param privateKeyBase64 私钥Base64格式
     * @return 明文
     */
    public static String decryptByPrivateKey(String cipherTextHex, String privateKeyBase64) {
        PKCS8EncodedKeySpec pkcs8EncodedKeySpec = new PKCS8EncodedKeySpec(Base64Utils.decode(privateKeyBase64.getBytes()));
        try {
            KeyFactory keyFactory = KeyFactory.getInstance(ALGORITHM);
            PrivateKey privateKey = keyFactory.generatePrivate(pkcs8EncodedKeySpec);
            Cipher cipher = Cipher.getInstance(ENCRYPT_ALGORITHM);
            cipher.init(Cipher.DECRYPT_MODE, privateKey);
            return new String(cipher.doFinal(Hex.decodeHex(cipherTextHex)));
        } catch (NoSuchAlgorithmException | NoSuchPaddingException | IllegalBlockSizeException |
                 InvalidKeySpecException | BadPaddingException | InvalidKeyException | DecoderException e) {
            throw new RuntimeException(e);
        }
    }

    /**
     * 公钥加密
     *
     * @param plainText       明文
     * @param publicKeyBase64 公钥Base64格式
     * @return 密文Hex格式
     */
    public static String encryptByPublicKey(String plainText, String publicKeyBase64) {
        X509EncodedKeySpec x509EncodedKeySpec = new X509EncodedKeySpec(Base64Utils.decode(publicKeyBase64.getBytes()));
        try {
            KeyFactory keyFactory = KeyFactory.getInstance(ALGORITHM);
            PublicKey publicKey = keyFactory.generatePublic(x509EncodedKeySpec);
            Cipher cipher = Cipher.getInstance(ENCRYPT_ALGORITHM);
            cipher.init(Cipher.ENCRYPT_MODE, publicKey);
            return Hex.encodeHexString(cipher.doFinal(plainText.getBytes()));
        } catch (NoSuchAlgorithmException | NoSuchPaddingException | IllegalBlockSizeException |
                 InvalidKeySpecException | BadPaddingException | InvalidKeyException e) {
            throw new RuntimeException(e);
        }
    }

    /**
     * 验证签名
     *
     * @param plainText       明文
     * @param signHex         签名Hex格式
     * @param publicKeyBase64 公钥Base64格式
     * @return 是否通过校验
     */
    public static boolean verifySign(String plainText, String signHex, String publicKeyBase64) {
        PublicKey publicKey = createPublicKey(publicKeyBase64);
        try {
            MessageDigest messageDigest = MessageDigest.getInstance(ENCODE_ALGORITHM);
            messageDigest.update(plainText.getBytes());
            byte[] digest = messageDigest.digest();
            Signature signature = Signature.getInstance(SIGNATURE_ALGORITHM);
            signature.initVerify(publicKey);
            signature.update(digest);
            return signature.verify(Hex.decodeHex(signHex));
        } catch (DecoderException | NoSuchAlgorithmException | InvalidKeyException | SignatureException e) {
            e.printStackTrace();
            return false;
        }
    }

    /**
     * 获取签名
     *
     * @param plainText        明文
     * @param privateKeyBase64 私钥Base64格式
     * @return 签名
     */
    public static String getSign(String plainText, String privateKeyBase64) {
        PrivateKey privateKey = createPrivateKey(privateKeyBase64);
        try {
            MessageDigest messageDigest = MessageDigest.getInstance(ENCODE_ALGORITHM);
            messageDigest.update(plainText.getBytes());
            byte[] digest = messageDigest.digest();
            Signature signature = Signature.getInstance(SIGNATURE_ALGORITHM);
            signature.initSign(privateKey);
            signature.update(digest);
            byte[] sign = signature.sign();
            return Hex.encodeHexString(sign);
        } catch (NoSuchAlgorithmException | InvalidKeyException | SignatureException e) {
            e.printStackTrace();
            return null;
        }
    }

    /**
     * 创建公钥
     *
     * @param publicKeyBase64 公钥Base64格式
     * @return 公钥对象
     */
    public static PublicKey createPublicKey(String publicKeyBase64) {
        try {
            X509EncodedKeySpec x509EncodedKeySpec = new X509EncodedKeySpec(Base64Utils.decode(publicKeyBase64.getBytes()));
            KeyFactory keyFactory = KeyFactory.getInstance(ALGORITHM);
            return keyFactory.generatePublic(x509EncodedKeySpec);
        } catch (NoSuchAlgorithmException | InvalidKeySpecException e) {
            e.printStackTrace();
        }
        return null;
    }

    /**
     * 创建私钥
     *
     * @param privateKeyBase64 私钥Base64格式
     * @return 私钥对象
     */
    public static PrivateKey createPrivateKey(String privateKeyBase64) {
        try {
            PKCS8EncodedKeySpec pkcs8EncodedKeySpec = new PKCS8EncodedKeySpec(Base64Utils.decode(privateKeyBase64.getBytes()));
            KeyFactory keyFactory = KeyFactory.getInstance(ALGORITHM);
            return keyFactory.generatePrivate(pkcs8EncodedKeySpec);
        } catch (NoSuchAlgorithmException | InvalidKeySpecException e) {
            e.printStackTrace();
        }
        return null;
    }

    /**
     * 生成公私钥对Base64格式
     *
     * @return 公私钥对
     */
    public static Pair<String, String> generateKeyPair() {
        try {
            KeyPairGenerator keyPairGenerator = KeyPairGenerator.getInstance(ALGORITHM);
            keyPairGenerator.initialize(KEY_LENGTH);
            KeyPair keyPair = keyPairGenerator.generateKeyPair();
            PublicKey publicKey = keyPair.getPublic();
            X509EncodedKeySpec x509EncodedKeySpec = new X509EncodedKeySpec(publicKey.getEncoded());
            String publicKeyBase64 = Base64Utils.encodeToString(x509EncodedKeySpec.getEncoded());
            PrivateKey privateKey = keyPair.getPrivate();
            PKCS8EncodedKeySpec pkcs8EncodedKeySpec = new PKCS8EncodedKeySpec(privateKey.getEncoded());
            String privateKeyBase64 = Base64Utils.encodeToString(pkcs8EncodedKeySpec.getEncoded());
            return Pair.of(publicKeyBase64, privateKeyBase64);
        } catch (NoSuchAlgorithmException e) {
            throw new RuntimeException(e);
        }
    }

}
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