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Description of Key Terminology

About Fortify Solutions

© Copyright [2008-2018] Micro Focus or one of its affiliates. The only warranties for products and services of
Micro Focus and its affiliates and licensors (“Micro Focus”) are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional
warranty. Micro Focus shall not be liable for technical or editorial errors or omissions contained herein. The
information contained herein is subject to change without notice.
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Executive Summary

Project Name: ManagementPlatformWe
Project Version:

SCA: Results Present
Weblnspect: Results Not Present
Weblnspect Agent: Results Not Present
Other: Results Not Present

SANS Top 25 2011 groups
Insecure Interaction

Porous Defenses
Risky Resource Management

Issues by Folder

12

B citica [ High [ Low
[] Medium

Total Status
0 PASS
0 PASS
12 FAIL

Issues by SANS Top 25 2011 Categories

14
12
10
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CWE ID 089
CWE ID 250
CWE ID 306
CWE ID 307

CWE ID 131
CWE ID 134
CWE ID 190
CWE ID 311

CWE ID 079
CWE ID 120

CWE ID 022
CWE ID 078
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CWE ID 327

CWE ID 352
CWE ID 434
CWE ID 494
CWE ID 676
CWE ID 732
CWE ID 759
CWE ID 798
CWE ID 807
CWE ID 829
CWE ID 862
CWE ID 863

CWE ID 601
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* The detailed sections following the Executive Summary contain specifics.
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Project Description

This section provides an overview of the Fortify scan engines used for this project, as well as the project
meta-information.
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Issue BreakDown

The following table summarizes the number of issues identified across the different SANS Top 25 2011
categories and broken down by Fortify Priority Order.

Risky Resource Management |Fo|der Issues | Audited
Risky Resource Management - CWE ID 022 0

Medium

o O O o

Insecure Interaction
Insecure Interaction - CWE ID 078

Audited
0

Medium

Insecure Interaction - CWE ID 079 ““

Medium

Insecure Interaction - CWE ID 089 ““

0 0
0 0
Medium 0 0
0 0
Risky Resource Management m
Risky Resource Management - CWE ID 120 0

0 0
0 0
Medium 0 0
0 0

Risky Resource Management - CWE ID 131 ““

Critical

Medium

Risky Resource Management - CWE ID 134 ““
0 0
0 0
Medium 0 0
0 0

Risky Resource Management - CWE ID 190 ““
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Risky Resource Management |Fo|der Issues | Audited

Risky Resource Management - CWE ID 190 0 0

Medium 0 0
0 0

Porous Defenses Audited
Porous Defenses - CWE ID 250 0

Medium

Porous Defenses - CWE ID 306

Medium

Porous Defenses - CWE ID 307 ““

Medium

Porous Defenses - CWE ID 311 ““

Medium

Porous Defenses - CWE ID 327 ““

Critical

Medium
Insecure Interaction Audited
Insecure Interaction - CWE ID 352 0

Medium

Insecure Interaction - CWE ID 434 ““

0 0
0 0
Medium 0 0
0 0

Risky Resource Management Folder m
Risky Resource Management - CWE ID 494 0
Critical 0 0
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Risky Resource Management Folder Issues | Audited

Risky Resource Management - CWE ID 494

Medium 0 0

Insecure Interaction
Insecure Interaction - CWE ID 601

Medium

o O O o
o O O o

Risky Resource Management

S
Risky Resource Management - CWE ID 676 0
Critical 0 0
e B
0 0
0 0

Medium
Porous Defenses Audited
Porous Defenses - CWE ID 732 0

Medium

Porous Defenses - CWE ID 759 ““

0 0
0 0
Medium 0 0
0 0

Porous Defenses - CWE ID 798 ““

Medium

Porous Defenses - CWE ID 807 ““

Critical 0 0
0 0
Medium 0 0
0 0
Risky Resource Management Audited
Risky Resource Management - CWE ID 829 0

Medium
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Porous Defenses Issues | Audited
Porous Defenses - CWE ID 862

Porous Defenses - CWE ID 863

NOTE:
1. Reported issues in the above table may violate more than one SANS Top 25 2011 category. As such, the same issue may appear
in more than one row. The total number of unique vulnerabilities are reported in the Executive Summary table.
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Issue Details

Below is an enumeration of all issues found in the project. The issues are organized by SANS Top 25 2011,
Folder, and vulnerability category. The issues are then further broken down by the package, namespace, or
location in which they occur. Issues reported at the same line number with the same category originate from
different taint sources.

Risky Resource Management - CWE ID 022

0000000000000 000“0000"00CWE-2000“00000000000000
0000000000000 000000000000000000000000000000000
0000000000000 000000000r™
No Issues

Insecure Interaction - CWE ID 078
DoSOOO0000NDD000NOooo*“0oSO00O0’OCWE-78000“0 0000000000
0000000000000 0000OoSO00N0NNNNDN0NN0NNDNNooNoNooooooon
OoOooooooosSOonoonooo ™
No Issues

Insecure Interaction - CWE ID 079
WebOOOOOOOODOOOOOOOOO“0000000OCWE-790 00000000 OoOn
O000000OWebOODODOOOOOODODOOOOOOOOOODOOOOOOOO ™

No Issues

Insecure Interaction - CWE ID 089
QLODDOODD0OODODO0DOODODOOO“SQLOO O CWE-89 000000000 nonoon
000

OoboOoboooooboooosQLooooooboooboooooooobooooobooon
ugooogoo

OsS
RN 0
RN SQLODOOO0OOO00™

No Issues

Risky Resource Management - CWE ID 120
00000000000000“000
000000000000 00000

O0O0b0Oo’d0CWE-1200 000 O
goboboooboooooboooboo

OO
O

No Issues
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Risky Resource Management - CWE ID 131
O00000000CWE3100D0“0000000000000000000000000000
ooog’o
No Issues
Risky Resource Management - CWE ID 134

g CWE-134 000000 printf 00 0000000000000 000000

uobooooboooan
gboboooboboooooborg

No Issues

Risky Resource Management - CWE ID 190
00000000 CWE-190000“000000000000000000000000000000
000000000000000000000000000000”0
No Issues

Porous Defenses - CWE ID 250

gbooooboobobocCcwe-2500 00 0b00ooo0obOooobobooboboooboobobDooo
ob0o0o0oooboooboooooro

No Issues

Porous Defenses - CWE ID 306

OO00OO0OCWE-36 D DOO“C00O0ODOOODOOO0OO0bOODOoOooOOobOoooboOoooboOon

goood
gooogrd

No Issues

Porous Defenses - CWE ID 307

000000000 CWE-3OC7ODO“0000DODOO0DOODOODO0ODbOODO0DbOODO
OOo0o0oOoboooooooorm

Ood

oogd
ooo
No Issues

Porous Defenses - CWE ID 311

oobDo0ooOobooooDcCcwWeEsMooOoO“C0o0ooOO0OobOO0bOoOooOOobooOoboooOo o

No Issues
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Porous Defenses - CWE ID 327

gdd 000 CWE-327000“C00bO0b0Ooob0obOoboobbOobOobDon
ggd

OO

O0oooOoo
opoooooo”
No Issues

Insecure Interaction - CWE ID 352

(CSRF)O CWE-352000“Web DO ODOOODOODOOOODOOODOODOODOOO

ggoood
gboboooboboooooborg

No Issues

Insecure Interaction - CWE ID 434

Oob0o0oboOoboobOoocCWE44DO0Oo“0booooboooboooobooboooooog
OO0DOoOoooooor ™

No Issues
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Risky Resource Management - CWE ID 494

gdddddooouoooooog
gddddooououooououoo

=S

00’0

WE-494 0D O0“000000D00D000DO0DbO0ODOO00obOoDO

Dynamic Code Evaluation: Code Injection _

Package: 00Lexi.

01SVN.Countinsurance.branches.ManagementPlatformWeb.ManagementPlatformWeb_CodeReview:

Location

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
CountNet.Insurance.Managemer
Scripts/ai.0.22.9-build00167.js:
2809

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
CountNet.Insurance.Managemer
Scripts/ai.0.22.9-build00167.js:
2809

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
CountNet.Insurance.Managemer
Scripts/ai.0.22.9-build00167.js:
3436

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
CountNet.Insurance.Managemer
Scripts/ai.0.22.9-
build00167.min.js:1

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
CountNet.Insurance.Managemer
Scripts/ai.0.22.9-
build00167.min.js:1

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
CountNet.Insurance.Managemer
Scripts/ai.0.22.9-
build00167.min.js:1

Analysis Info

Sink: setInterval ()
Enclosing Method: trackPageView ()

Source: Read window.location from trackPageView ()
In 00Lexi/01SVN/CountInsurance/branches/Managem
entPlatformWeb/ManagementPlatformWeb CodeReview20
230706/CountNet.Insurance.ManagementPlatformWeb/S

cripts/ai.0.22.9-build00167.3s:2786

Sink: setInterval ()
Enclosing Method: trackPageView ()

Source: Read window.location from trackPageView ()
In 00Lexi/01SVN/CountInsurance/branches/Managem
entPlatformiWleb/ManagementPlatformiWeb CodeReview20
230706/CountNet.Insurance.ManagementPlatformiWeb/S

cripts/ai.0.22.9-build00167.3s:2786

Sink: setInterval ()

Enclosing Method: pollInteralLogs ()

Source: Read window.location from Operation() In
00Lexi/01SVN/CountInsurance/branches/ManagementPl
atformWeb/ManagementPlatformWeb CodeReview2023070
6/CountNet.Insurance.ManagementPlatformWeb/Script
s/ai.0.22.9-build00167.js:1253

Sink: setInterval ()
Enclosing Method: trackPageView ()

Source: Read window.location from trackPageView ()
In 00Lexi/01SVN/CountInsurance/branches/Managem
entPlatformileb/ManagementPlatformileb CodeReview20
230706/CountNet.Insurance.ManagementPlatformWeb/S

cripts/ai.0.22.9-build00167.min.js:1

Sink: setlInterval ()
Enclosing Method: trackPageView ()

Source: Read window.location from trackPageView ()
In 00Lexi/01SVN/CountInsurance/branches/Managem
entPlatformiWleb/ManagementPlatformiWeb CodeReview20
230706/CountNet.Insurance.ManagementPlatformiWeb/S

cripts/ai.0.22.9-build00167.min.js:1

Sink: setInterval ()

Enclosing Method: pollInteralLogs ()

Source: Read window.location from t () In 00Lexi/
01SVN/CountInsurance/branches/ManagementPlatformi
eb/ManagementPlatformWeb CodeReview20230706/Count
Net.Insurance.ManagementPlatformWeb/Scripts/ai.0.
22.9-build00167.min.js:1
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SCA

SCA

SCA

SCA
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Risky Resource Management - CWE ID 494

tuo

WE-494 0D O0“000000D00D000DO0DbO0ODOO00obOoDO

Dynamic Code Evaluation: Code Injection _

Package: 00Lexi.

01SVN.Countinsurance.branches.ManagementPlatformWeb.ManagementPlatformWeb_CodeReview:

0.22.9-build00167.content.scripts
Location

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
packages/
Microsoft.Applicationinsights.Ja
0.22.9-build00167/content/
scripts/ai.0.22.9-build00167.js:
2809

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
packages/
Microsoft.Applicationinsights.Js
0.22.9-build00167/content/
scripts/ai.0.22.9-build00167.js:
2809

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
packages/
Microsoft.Applicationinsights.Ja
0.22.9-build00167/content/
scripts/ai.0.22.9-build00167.js:
3436

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
packages/
Microsoft.Applicationinsights.Ja
0.22.9-build00167/content/
scripts/ai.0.22.9-
build00167.min.js:1

00Lexi/01SVN/Countinsurance/
branches/
ManagementPlatformWeb/
ManagementPlatformWeb_Code
packages/
Microsoft.Applicationinsights.Ja
0.22.9-build00167/content/
scripts/ai.0.22.9-
build00167.min.js:1

Analysis Info

Sink: setInterval ()
Enclosing Method: trackPageView ()

Source: Read window.location from trackPageView ()
In 00Lexi/01SVN/CountInsurance/branches/Managem
entPlatformileb/ManagementPlatformileb CodeReview20
230706/packages/Microsoft.ApplicationInsights.Jav
aScript.0.22.9-build00167/content/scripts/ai.0.22

.9-build00167.3s:2786

Sink: setInterval ()
Enclosing Method: trackPageView ()

Source: Read window.location from trackPageView ()
In 00Lexi/01SVN/CountInsurance/branches/Managem
entPlatformiWeb/ManagementPlatformiWeb CodeReview20
230706/packages/Microsoft.ApplicationInsights.Jav
aScript.0.22.9-build00167/content/scripts/ai.0.22

.9-build00167.3s:2786

Sink: setInterval ()

Enclosing Method: pollInteralLogs ()

Source: Read window.location from Operation() In
00Lexi/01SVN/CountInsurance/branches/ManagementPl
atformWeb/ManagementPlatformWeb CodeReview2023070
6/packages/Microsoft.ApplicationInsights.JavaScri
pt.0.22.9-build00167/content/scripts/ai.0.22.9-bu
11d00167.3s:1253

Sink: setInterval ()
Enclosing Method: trackPageView ()

Source: Read window.location from trackPageView ()
In 00Lexi/01SVN/CountInsurance/branches/Managem
entPlatformWeb/ManagementPlatformWeb CodeReview20
230706/packages/Microsoft.ApplicationInsights.Jav
aScript.0.22.9-build00167/content/scripts/ai.0.22

.9-build00167.min.js:1

Sink: setInterval ()
Enclosing Method: trackPageView ()

Source: Read window.location from trackPageView ()
In 00Lexi/01SVN/CountInsurance/branches/Managem
entPlatformileb/ManagementPlatformileb CodeReview20
230706/packages/Microsoft.ApplicationInsights.Jav
aScript.0.22.9-build00167/content/scripts/ai.0.22

.9-build00167.min.Jjs:1

202307060 O 0O3:19
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Analyzer
SCA

SCA

SCA

SCA

SCA
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Risky Resource Management - CWE ID 494

WE-494 0D O0“000000D00D000DO0DbO0ODOO00obOoDO

tuo

Dynamic Code Evaluation: Code Injection _

Package: 00Lexi.

01SVN.Countinsurance.branches.ManagementPlatformWeb.ManagementPlatformWeb_CodeReview:
0.22.9-build00167.content.scripts

Location Analysis Info Analyzer
00Lexi/01SVN/Countinsurance/ Sink: setInterval () SCA
branches/ Enclosing Method: pollInterallogs ()

ManagementPlatformWeb/ Source: Read window.location from t() In 00Lexi/

ManagementPlatformWeb_Code 01SVN/CountInsurance/branches/ManagementPlatformW
packages/ eb/ManagementPlatformiWeb CodeReview20230706/packa
Microsoft.Applicationinsights.Jé ges/Microsoft.ApplicationInsights.JavaScript.0.22
0.22.9-build00167/content/ .9-build00167/content/scripts/ai.0.22.9-build0016

scripts/ai.0.22.9- 7.min.js:1

build00167.min.js:1

Insecure Interaction - CWE ID 601

OuURLOOOOOOOOOOUOO COOOUOO MO CWE-BO1IOOOD"Web O OOOOOOoooonOo
000000000 o0o0o0oo0o0ooo0ooO o000 oo UoOUoooOoLooOoo
ogrg

No Issues

Risky Resource Management - CWE ID 676

000o00o0oo0obOoboCWE-e76 D 000000000 DODODODOOODODOODDOODODOOD
OoooobDoooooogor™

No Issues

Porous Defenses - CWE ID 732

OO0Db0o0ooO0oboOoOObDCWE-732000C000000O0DOOODO0OOODODOODOOOObDOO
gogrg

No Issues

Porous Defenses - CWE ID 759

CWE-789 00 0“C0D0O0O0Db0O0O0ObDOObDOoOobOOobboOoDOoon

gooo RN
gogoo 00000 salt’o

No Issues
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Porous Defenses - CWE ID 798

CWE-79

8 iU UUo
gooogg

gogodooood ooo“‘0Dn
ggodoogogo oooDboro

No Issues

Porous Defenses - CW

E
ggoooaoo u gobooobbooobooobooboa
gogoboooon g

o™

gooogooo
gooooooo

No Issues

Risky Resource Management - CWE ID 829
00000000000000000 CWE-829000“000000000000000000000
Oooooooooo’o
No Issues

Porous Defenses - CWE ID 862

gboogocCcwe-se20 0 0“0 0o0ob0obooooboboooooboooo™

No Issues

Porous Defenses - CWE ID 863

gooog ¢ gobooobbooobobooobboooboboonoobooooon
goood

No Issues
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